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Design Document 

IoT-based Smart Security and Home Automation System 

 

1. INTRODUCTION 

The design document provides an overview of vulnerabilities and mitigations that 

apply to the lighting component, controller hub, and the overall smart home 

system. along with the basic interpretation and functional flow diagrams of the 

application while adhering to security controls and architecture. potential risks 

with the likelihood of occurrence are listed in order to create a prototype design of 

value mitigating the cybersecurity threats identified. 

 

2. SYSTEM DESIGN 

The (Kodali, et al., 2016) case study provides an overview of a low-cost system 

that serves as a smart home security and home automation as depicted in Figure 

2.1.  
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Figure 2.1 

3. VULNERABILITY MANAGEMENT 

3.1. Vulnerability Identification 

In order to understand a few of the cybersecurity challenges in creating a smart-

home system, the STRIDE threat modelling framework was utilised as a baseline 

to build the AD tree, while aiming to identify and mitigate security threats in 

software systems with a structured approach to identify potential cybersecurity 

attacks (Tok et al, 2022). Figure 3.1 illustrates the STRIDE findings. 
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Figure 3.1  
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3.2. Vulnerability Assessment  

An attack-defence tree (AD Tree) is a node-labelled rooted tree describing the 

measures an attacker might take to attack a system and the defences that a 

defender can employ to protect the system (Kordy et al., 2014). 

Figure 3.2.1 and Figure 3.2.2 below depict AD Trees for the Client (Lighting) and 

a Micro-Controller hub for the smart-home automation system. The diagrams are 

also supplemented in this document for ease of readability. 

 

Figure 3.2.1: AD Tree for Micro-controller (TICC3200) 

 

 

Figure 3.2.2: AD Tree for Light Client 
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3.3. Vulnerability Analysis 

Probability of Success Domain 

The “Probability of Success” domain added to the ADT is used to quantify the risk 

towards a system (Kordy, B. and Widel, W.,2018) This domain uses the CVSS 

(Common Vulnerability Scoring System) V3 to calculate the probability each attack 

within the tree has for success. The domain also quantifies how successful 

mitigations, shown within the countermeasures on the ADT, are on reducing the 

likeliness of these attacks. Both values are then used to determine how likely a 

vulnerability is to be exploited. 

CVSS V3 is a standardized method used to assign numerical scores to 

vulnerabilities within computer systems and applications to determine their severity 

(Figueroa-Lorenzo,S. ,2020). These scores can be calculated using the CVSS V3 

calculator, shown in Figure 3.3.1, which uses numerous factors to determine the 

CVSS base score.  

 

Figure 3.3.1: CVSS V3 Base Score Metrics (NIST,2023) 

The base score calculations for the attacks within our ADT’s are shown in Figure 

3.3.2 and Figure 3.3.3. 
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Figure 3.3.2: CVSS V3 Base Score Calculations for Controller ADT 

 

Figure 3.3.3: CVSS V3 Base Score Calculations for Client ADT 

 

4. MITIGATIONS TO BE CONSIDERED AS PER THE VULNERABILITIES 

FOUND 

Figures 4.1-4.4 shows the current features of the system that makes it to be 

vulnerable and the mitigations that can be applied (as referenced from (Touqeer, et 

al., 2021), (Borgini, 2021), (Apriorit, 2022), (Anand, et al., 2020), (Abdullah, et al., 

2019)) 
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Figure 4.1 
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Figure 4.2 
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Figure 4.3 
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Figure 4.4 

 

5. SOLUTIONS APPROACH 

Using the Agile methodology to develop a more secure system, below is a plan 

for Sprint 1:    

• Python language will be used to implement: 

o User interface that centralizes the system 

o Multi-Factor Authorization 

o Validation of complex passwords 

o Change of password 
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o Access control and Authorization 

o Session Management 

o Cookies and certificates e.g. csrf token 

o Testing 

 

An activity diagram, in Figure 5.1, illustrates the system’s authentication aspect as a 

solution. 

 

 

Figure 5.1 

 

6. CONCLUSION  

Smart-home systems have been on the increase and widely adopted worldwide. And 

as such, they also pose several risks. This report demonstrates several challenges 

that can be anticipated in a smart-home and automation system, vulnerabilities for 
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the system, the micro-controller hub, and a light client. This also provides solutions 

for mitigating the risks associated with the system with the use of ADTrees. 
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